
VIDEO TRANSCRIPT

Page 1© University of Phoenix 2014 Ethical and Legal Concerns in Digital Media

This video discusses current ethical and legal issues in digital marketing. It also identifies law and
regulations relevant to digital marketing.
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BRIAN CRITCHFIELD: I’m Brian Critchfield and today we’re going to talk about ethical and
legal concerns in digital media. Now the internet is one of the greatest inventions. It has
fundamentally changed how we do business, how we interact with each other, how we live
our lives.

 

Most consumers believe that the internet should be free, free from taxes, free from
intrusions, even free from government regulations. It is this altruistic nature that has driven
the adoption of this pervasive technology.

 

Now the internet even crosses international boundaries, bringing human closer together
more than any other technology. However, with the good often comes the bad. Crimes no
longer take the form of thieves in ski masks but hackers who steal personal identities. It
seems that there are always new stories about stolen passwords or credit card numbers.
The internet has not only made it easier to connect but also to commit criminal activity.

 

However, there is a difference between bad practices and breaking the law. For instance,
take internet advertising. Pop-up ads, blockers, sliding banners, they can be annoying and
can create a poor customer experience. However, do they violate any ethical standards?
Do they violate any laws?

 

What about when you visit a website and it places a cookie on your computer to track your
behavior to be able to serve you more of its ads? Does that violate any ethical standards?
Does it violate any laws?

 

The US government has passed several laws trying to govern internet advertising to
improve that customer experience and to protect privacy. However, it is important to
understand the difference between ethics and laws.

 

Let’s start with definitions. According to dictionary dot com, ethics are the rules of conduct
recognized in respect to a particular class of human actions or a particular group, culture,
etcetera.

 

Think about ethics as accepted standards of behavior. This means as you move from
group to group or culture to culture, ethics can change. Now laws on the other hand are the
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principles and regulations established in a community by some authority and applicable to
its people whether in the form of legislation or customs and policies recognized and
enforced by judicial decision.

 

Now where ethics can change from group to group, laws are established. Violating those
laws results in some sort of judicial consequence. Therefore ethics are relative standards;
laws are established rules and it’s important to know the difference in order to understand
the online landscape.

 

Take for instance the principle of privacy. Is privacy mandated by law or is it good ethical
practice? The short answer is both. There are laws that govern the storage and care of
private information such as HIPAA in the healthcare industry. However, there are also best
practices and ethics that make it easier for consumers to trust your website with their
information.

 

The ability to trust a website with personal information is critical. I mean we put everything
from our social security numbers to banking information online. Without the trust that our
personal information is safe and secure, online business slows down and sometimes even
disappears.

 

In fact when Myspace and Facebook were battling for the top spot in social networking,
Facebook ultimately won out and the primary reason was its privacy controls.

 

The FTC or Federal Trade Commission identified a set of norms that should be the
minimum requirements of ethical use of consumer information. Now to be clear, these are
not laws that were established but are a code of ethics.

 

These include giving a user notice of a site’s information policy before the data are
collected. Users should be able to choose to participate in data collection. They should be
able to access their data and correct them if erroneous. There should be security in place
to ensure data integrity and to prevent its misuse and finally users should be able to hold
data collectors to their policies.

 

Now in addition, one of the most contentious debates that exist between online laws and
ethics is the concept of intellectual property. Intellectual property can take many forms
including music, movies, software, books, or even ideas. With the universal accessibility to
the internet, many of these items can be found online for free.

 

File sharing services such as Napster or the Pirate Bay make it easy. Intellectual property
protection however is a fundamental law that is globally accepted. It’s a hot topic among
international governing bodies such as the World Trade Organization but trying to enforce
intellectual property rights online is like trying to stick your hand in a river and turn it
upstream. There is just too much access to stop it all.

 

Now the RIAA or Recording Industry Association of America is famous for its lawsuits
against Napster and LimeWire and even thousands of people who downloaded music
illegally. However in 2012, RIAA claims the music industry still realizes $12.5 billion in
losses from music piracy a year. That is a significant amount.
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Over a decade of education and legal battles has grown the legal download of intellectual
property into a burgeoning industry. Intellectual property producers have realized that this
is how consumers want to access their products. Consumers have realizes that there are
easy, legal, and ethical ways to access these products.

 

Services such as Apple’s iTunes or Netflix are completely reshaping entire industries. With
the growth of social networks such as Twitter, self-expression has become a bedrock of
society whether it is sharing an inspirational quote or taking a picture of what’s for lunch.
Many people today have their own media channels where they share their lives endlessly
with others.

 

However, there are many concerns related to privacy and intellectual property when it
comes to online self-expression. Should a social network be able to access your personal
information for the purpose of advertising? Should others with whom you are not connected
be able to see your information or what you post?

 

In sharing that quote, the name of a business, or even a picture of the meal are some sort
of copyright or trademark infringements involved? Laws and ethics are forming around
these questions but they are still at the forefront of the online debate.

 

Another heavily debated topic is the use of email for marketing purposes. Now email is still
one of the most effective tactics that exists for reaching your target audience. However, as
you probably know, emails we’re bombarded with on a daily basis. They are unsolicited
marketing oriented messages.

 

Now while there are many best practices for email marketing, there are also established
laws that govern it and the most famous of these is the Can-Spam Act passed in 2003.
This act provides a comprehensive national framework for using marketing directed email.
It includes provisions for deceptive information, misleading statements, and false
representation of an email’s content as displayed in the subject line. Marketers who fail to
comply with these provisions can face severe civil and criminal penalties as well.

 

Marketing has been notorious for misleading consumers; even though many laws have
been exacted to minimize this behavior, there has been nothing to govern the actions of
the industry as a whole.

 

Unlike physicians who uphold the Hippocratic Oath, marketers have not had a standard of
ethics. The American Marketing Association or AMA however is one of the primary trade
associations for the marketing industry.

 

They recently released a statement of ethics outlining the accepted practices that should
govern a marketer’s actions. Now the statement contains three general norms. Do no
harm, foster trust, and embrace the ethical values.

 

Now those ethical values are defined as honesty, responsibility, fairness, respect,
openness, and citizenship. Though not enforced through judiciary action, these are part of
a code of ethics meant to raise the standards and the image of the industry.
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Now these are some of the ethical issues that exist out in the market today. What are some
of the ones that you have been able to identify as you use many of these online tactics?

[End of Audio]


